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If your business is like most businesses, you store an enormous amount of information on computers.  This information might be stored intentionally – memos, files, spreadsheets, or presentations relevant to your business activities, or it might be stored unintentionally – e-mails your employees haven’t deleted, or hidden information regarding online activity.   During discovery, you may be required to find and produce certain types of electronic information, or you may be required to turn over computers or hard drives for examination.  

Sifting through electronic information in the event of litigation can be a huge task, requiring an incredible amount of time and money.  Turning over an entire computer may be nerve racking if it contains personal or confidential information.  You can, however, minimize the time, expense, and anxiety if you organize and monitor your company’s electronic information from the beginning.  Your goals should be (1) Don’t store unnecessary files and communications, but be sure to preserve all information that could be relevant in a potential lawsuit (2) Know where all your information is maintained (3) avoid keeping personal or confidential information on company computers.

Below are some guidelines that your business can put in place to organize and protect electronic information.  Remember, however, that if litigation may be imminent, it is important for you to consult an attorney before moving or destroying electronic information.  

1.  Have a Document Retention Policy and Follow It. A comprehensive document management policy is extremely important for any business.   This policy will call for periodic and systematic destruction of certain records,  while also ensuring that any material relevant to prosecuting or defending a potential lawsuit is preserved.  This policy must be followed consistently in order to be effective.  If your company is publicly traded or if you work in certain fields, your retention practices may be governed by statute.  In any case, it is important to consult an expert regarding what document management practices should be implemented by your business.  If litigation is imminent and you do not have a document retention policy, the destruction of any potentially relevant document may arouse suspicion and damage your case.  If litigation is imminent and you do have a document retention policy, it is still wise to suspend this policy for people reasonably likely to  have relevant information, as destruction of documents by those people may result in an adverse inference.

2. Keep Track of Who Maintains Different Types of Information. One of the most time-consuming aspects of locating evidence is learning who maintains or stores the information. A ''diligent search and a reasonable inquiry'' is required to comply with a demand for documents.  If you know where information is maintained from the beginning, you will reduce both the headache and the expense of discovery.

3. Maintain an Updated Organization Chart. Depending on the size of your organization, pinpointing the best sources for information can be nearly impossible without an updated organization chart. Many software products are available to assist in the preparation and implementation of a comprehensive organization chart. You should choose one that will integrate its existing databases to facilitate an efficient updating process.

4 Have a Plan for Departing Employees. Have a plan for erasing (or ''scrubbing'') departing employee hard drives and recycling or reallocating computer systems. This practice is an essential component of any Retention Policy. Retrieve from each departing employee all company-owned equipment including laptops and PDAs. Delete departing employees' files from networks and shared disks or assign the data to someone else. Keep track of where the data goes.

5. Monitor Employees. Inform employees that company-owned equipment is to be used for company purposes only. Reserve the right to monitor, review, and use information on the computer and any networks, including forensically retrieving data from the system after the employee leaves. Use a ''click through'' screen when logging onto the computer and network to remind employees that use may be monitored. Include notices in employee manuals and on intranet websites. Employees should sign a Communications and Systems Use Policy indicating that they are aware that their computer equipment and any transmissions can and may be monitored.  Avoid using a personal laptop as a work computer, even if your business is very small.  If you are the only person working for your business, you should still plan to have a separate work computer used only for work related tasks.  This way, personal information will not be retrieved by your opponent in the event of litigation.

